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In today’s digital world, personal data is 
constantly being shared—whether by clicking 
a ‘yes’ checkbox on a website, booking a cab 
or simply scrolling through social media. With 
India’s internet user base expected to exceed 
900 million by 2025 (Internet in India Report 
2024), data collection is no longer a choice 
but an inevitable part of daily life. Indians 
are among the most active consumers of OTT 
video and music content, as well as online 
communication platforms like chat, email, 
and calls. The rise of social media has further 
bridged the urban-rural divide, making digital 
interactions more democratised than ever 
(Internet in India Report 2024). However, with 
every click, search, and stream, vast amounts 
of personal data are generated, tracked, and 
monetised—powering digital economies while 
raising critical questions about privacy, consent, 
and data security.

The Digital 
Age and the 
Need for Data 
Protection
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This personal data could include sensitive 
details such as names, contact information, 
government IDs (Aadhaar, PAN, voter ID), 
banking details, browsing habits, and even 
biometric data. While companies use this 
information to offer services (including 
personalised services), the aggregation of 
data from multiple sources creates powerful 
databases with significant commercial value. 
Without robust safeguards, personal data 
can be misused for surveillance, profiling, 
or unauthorised commercial exploitation. 
Recognising these risks, 137 out of 194 
countries—accounting for close to 71% of 
the world—have enacted data protection 
laws to regulate data collection, storage, and 
usage (UNCTAD, 2021). Among these, some 
countries have made efforts to ensure digital 
inclusion for persons with disabilities (PwDs) 
by incorporating accessibility standards and 
rights-based protections into their data privacy 
frameworks.

Vast amounts of 
personal data are 
generated, tracked, 
and monetised—
powering digital 
economies while 
raising critical 
questions about 
privacy, consent, 
and data security 
for PwDs.
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As India moves towards a data-driven future, it 
is essential to examine global frameworks that 
have shaped digital privacy and accessibility. 
Countries worldwide have implemented various 
legal measures to protect personal data and 
ensure digital inclusivity. Understanding these 
international regulations provides valuable 
insights into best practices and potential 
challenges in enforcing data protection laws.

•	 The Convention on the Rights of Persons 
with Disabilities (CRPD), adopted by the 
United Nations in 2007, aims to protect the 
rights and dignity of PwDs. It emphasises 
accessibility, non-discrimination, and 
full participation in society. Article 9 
mandates equal access to information and 
communication technologies using different 
formats, such as Braille and sign language, 
to create accessible multimedia. It has a 
comprehensive approach to accessibility, 
which includes digital inclusion. However, 
the implementation varies across countries, 
with many lacking adequate enforcement 
mechanisms (Convention on the Rights of 
Persons with Disabilities, 2007).

•	 The General Data Protection Regulation 
(GDPR) of 2018 aims to protect individuals’ 

International 
Context

It is essential to 
examine global 
frameworks that 
have shaped 
digital privacy 
and accessibility. 
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these international 
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provides valuable 
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and potential 
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enforcing data 
protection laws.
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data and regulate the free movement of 
such data within the European Union. GDPR 
upholds the right to access personal data 
in an understandable format, requiring 
organisations to provide information in 
accessible forms, and this may include 
large print, audio, or Braille, which ensures 
digital inclusivity (Article 12). It has a strong 
enforcement mechanism, imposing hefty 
fines for non-compliance (Article 83), the 
framework nudges organisations to adopt 
inclusive data practices However, GDPR 
compliance can be complex and costly, 
particularly for smaller businesses, making 
accessibility adaptations a financial burden 
(Walsh, 2024).

•	 The Americans with Disabilities Act (ADA) 
is a U.S. civil rights law enacted in 1990 
to prohibit discrimination against people 
with disabilities across various sectors, 
including employment, public services, 
public accommodations, transportation, and 
telecommunications. The ADA mandates 
that state and local governments (Title II) 
and businesses open to the public (Title III) 
ensure that their web content and mobile 
applications are accessible to people with 
disabilities. This includes providing text 
alternatives for non-text content, captions 
for multimedia, and ensuring interactive 
elements in keyboards are easy to use, 
thereby enabling equal access to information 
and services. The ADA has established 
enforceable accessibility standards, 
compelling organisations to proactively 
accommodate individuals with disabilities, 
which fosters inclusivity and equal 
opportunity (Americans with Disabilities 
Act of 1990, ). However, compliance often 

GDPR upholds the 
right to access 
personal data in 
an understandable 
format, requiring 
organisations to 
provide information 
in accessible forms, 
and this may 
include large print, 
audio, or Braille, 
which ensures 
digital inclusivity 
(Article 12).
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relies on complaints and lawsuits rather 
than systematic enforcement, leading to 
inconsistent implementation across different 
entities (Aratani, 2025).

•	 The Cyber and Data Protection Act of 
Zimbabwe (2021) aims to regulate data 
protection, cyber security, and the lawful 
use of technology while ensuring privacy 
rights. The Act mandates that data must 
be accessible regardless of technological 
changes, ensuring inclusivity for individuals 
with disabilities (Section 7). It also 
emphasises the rights of ‘data subjects’, 
allowing them to access, correct, or delete 
their data (Section 14). The Act ensures 
accountability for data controllers, with a 
comprehensive framework in data protection, 
cyber security, and individual privacy. 
However, there is a potential for government 
overreach, as the law grants broad authority 
to the state for surveillance and data 
collection, raising concerns about privacy 
violations (Mutiro & Saki, 2024).

•	 The Disability Discrimination Act 1992 
(DDA) of Australia aims to eliminate 
discrimination against people with 
disabilities in employment, education, access 
to premises and services. The DDA ensures 
equal access to digital and other information 
services, ensuring that individuals with 
disabilities can engage with technology, 
education, and employment without barriers. 
It mandates reasonable adjustments, 
including assistive technologies such as 
screen readers and alternative formats. 
The Act provides a comprehensive legal 
framework for addressing discrimination 
and requires organisations to implement 
disability action plans. However, compliance 

The Cyber and Data 
Protection Act of 
Zimbabwe (2021) 
and The Disability 
Discrimination 
Act 1992 (DDA) of 
Australia provides 
comprehensive 
legal frameworks 
for addressing 
discrimination 
and  requires 
organisations 
to implement 
disability action 
plans.
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largely depends on complaints rather than 
proactive enforcement, leading to gaps in 
accessibility implementation (Disability 
Discrimination Act 1992, 1992).

The international landscape highlights the 
diverse approaches nations take to safeguard 
digital rights. While frameworks such as the 
GDPR, ADA, and Zimbabwe’s Cyber and Data 
Protection Act emphasise accessibility and 
accountability, their enforcement mechanisms 
vary. Similarly, India, too, has taken a significant 
step forward with the Digital Personal Data 
Protection (DPDP) Act of 2023.
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The Digital Personal Data Protection Act 
(DPDPA), enacted in August 2023, regulates the 
collection, processing, and storage of personal 
data, marking a significant shift in India’s 
approach to data privacy. This legislation 
follows the landmark 2017 Supreme Court 
ruling in Justice K.S. Puttaswamy v. Union of India 
(10 SCC 1), which recognised the right to privacy 
as a fundamental right and emphasised the need 
for a comprehensive data protection framework. 
After years of deliberations and several drafts, 
India has finally established a dedicated law 
to govern personal data, an important step in 
safeguarding the digital privacy of its citizens.

The accompanying Digital Personal Data 
Protection Rules, 2025 aim to strike a balance 
between individual rights and organisational 
responsibilities, focusing on transparency, 
accountability, and data security. A critical 

The DPDP Act 
and Draft 
Rules and their 
Significance

The Digital Personal 
Data Protection 
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data privacy.
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provision in Clause 10 mandates verifiable 
consent for processing the personal data of 
children and persons with disabilities (PwDs). 
Specifically, a Data Fiduciary (DF) must obtain 
consent from the lawful guardian of a PwD, 
ensuring that the guardian has been legally 
appointed by a court, designated authority, 
or local committee in line with relevant 
guardianship laws. This provision strengthens 
the protection of PwDs in the digital space and 
provides legal clarity by defining key terms 
such as “Designated Authority” and “Person 
with Disability.” These definitions ensure that 
PwDs, especially those unable to make binding 
decisions due to long-term impairments, are 
adequately protected, allowing them to engage 
with digital services safely and with appropriate 
safeguards.

While digital accessibility holds the potential 
to create equal opportunities for PwDs in 
areas such as education, employment, and 
healthcare, the increasing reliance on digital 
services also introduces new risks. PwDs may 
face vulnerabilities such as data breaches, 
algorithmic bias, and unauthorised data sharing, 
which can exacerbate existing social and 
economic inequalities. Sensitive information, 
like medical records or data related to assistive 
technologies, could be misused, reinforcing 
systemic disadvantages rather than reducing 
them. Thus, ensuring that digital advancements 
are both accessible and secure is crucial for 
PwDs. The intersection of digital accessibility 
and data protection underscores the need for 
comprehensive safeguards to protect the rights 
and dignity of PwDs in the digital age.

Sensitive 
information, like 
medical records 
or data related 
to assistive 
technologies, 
could be misused, 
reinforcing systemic 
disadvantages 
rather than 
reducing them. 
Thus, ensuring 
that digital 
advancements are 
both accessible 
and secure is 
crucial for PwDs.
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Section 9 of the DPDP Act mandates that 
before processing the personal data of a child 
or a person with a disability who has a lawful 
guardian, the data fiduciary must obtain 
verifiable consent from the parent or lawful 
guardian. Safeguarding the digital rights of 
PwDs is not just about privacy—it is about 
dignity, autonomy, and equitable participation 
in the digital economy. While the DPDP Act is 
a key milestone in personal data protection, 
its impact on PwDs remains and needs further 
examination and consideration. A few concerns 
include: 

1. Lack of Digital Accessibility 
Provisions
Beyond verifiable consent, India’s data 
protection regulations fail to address 
accessibility for PwDs. The Act mandates 
that companies obtain user consent through 
simple terms available in 22 Indian languages. 
However, it does not mandate the inclusion 
of accessibility features such as sign language 

Challenges and 
Gaps of the 
DPDP Act 

Safeguarding the 
digital rights of 
PwDs is not just 
about privacy—it 
is about dignity, 
autonomy, 
and equitable 
participation in the 
digital economy.
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interpretations, screen-reader-friendly formats, 
or other assistive technologies necessary 
for PwDs. Experts have pointed out that 
accessibility should be a core requirement in 
data protection laws. Companies should bear 
the responsibility of making their platforms 
more inclusive, ensuring that PwDs can provide 
informed consent independently (Lakshman, 
2025). 

2. An Afterthought: Clubbing PwDs 
with Children
A key issue with the DPDP Act is its treatment 
of PwDs as an afterthought by grouping 
them with children under Section 9(1). This 
classification reflects a paternalistic approach 
that undermines their agency, reinforcing 
societal perceptions of PwDs as dependent and 
incapable of independent decision-making. 
Instead of recognising their diverse abilities, the 
Act imposes a one-size-fits-all framework that 
limits their rights and fails to provide adequate 
legal protections.

By framing PwDs in the same category as 
children, the law perpetuates outdated 
stereotypes that assume all PwDs lack the 
capacity to make informed decisions about 
their data. Experts have highlighted that, such 
provisions suggest that PwDs are treated as 
“eternal children,” disregarding the fact that 
many possess full cognitive abilities and can 
independently manage their digital interactions 
(Pandey, 2025). This misclassification not only 
restricts their digital autonomy but also affects 
policy formulation, reinforcing systemic barriers 
to inclusion.

A key issue with 
the DPDP Act is its 
treatment of PwDs 
as an afterthought 
by grouping them 
with children under 
Section 9(1). This 
classification 
reflects a 
paternalistic 
approach that 
undermines 
their agency, 
reinforcing societal 
perceptions of 
PwDs as dependent 
and incapable 
of independent 
decision-making.
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3. Ignoring Disability as a Spectrum
The draft DPDP Rules enhance protections 
for persons with disabilities by introducing 
necessary safeguards not present in the DPDP 
Act. They differentiate between disabilities 
under the Rights of Persons with Disabilities 
Act, 2016, and the National Trust Act, 1999, 
ensuring appropriate legal recognition. The 
expanded PwD definition ensures that only 
those unable to make legally binding decisions 
are covered. 

However, the definition of “PwD” encompassing 
those with long-term disabilities that hinder full 
societal participation and, even with support, 
prevent legally binding decisions (as defined 
in Rule 10(3)(f)(i)), is not uniformly applied 
to Rule 10(3)(f)(ii), which includes individuals 
with autism, cerebral palsy, or intellectual 
disabilities. This uniform application is crucial 
to prevent the misclassification of individuals 
with mild forms of autism, who may retain the 
capacity for independent decision-making. 
Inconsistent application of the PwD definition 
creates the risk of unnecessary restriction of 
legal rights. Adding to this, blanket requirement 
for guardian consent hampers the PwDs by not 
distinguishing between those with cognitive 
disabilities and those without, creating barriers 
to digital independence. Data protection laws 
should acknowledge the varying capacities of 
PwDs, ensuring only those who truly require 
guardianship are subject to such provisions 
(Lakshman, 2025). The DPDP Act should adopt 
these distinctions to protect autonomy and 
improve data privacy for PwDs.

Inconsistent 
application of the 
PwD definition 
creates the risk 
of unnecessary 
restriction of legal 
rights. Adding 
to this, blanket 
requirement for 
guardian consent 
hampers the 
PwDs by not 
distinguishing 
between those 
with cognitive 
disabilities and 
those without, 
creating barriers 
to digital 
independence.
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4. Need For Revisiting Guardianship 
Provisions
Both the DPDP Act and the Rules face 
challenges in oversimplifying the roles of 
guardianship and consent. The laws cited in 
the Rules—the RPwD Act and the National 
Trust Act—have distinct mechanisms for 
guardianship and consent. For instance, the 
RPwD Act’s provision for ‘limited guardianship’ 
(Section 14) is different from the National Trust 
Act’s (Section 14) process, which empowers a 
Local Level Committee, headed by the District 
Collector, to appoint guardians for persons with 
autism, cerebral palsy, intellectual disabilities 
etc. The Act and Rules fail to fully capture 
these differences, leading to a one-size-fits-all 
approach that does not recognise the nuanced 
requirements of each law.
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Revising the Classification of PwDs in the 
DPDP Act

While the DPDP Act marks a significant step in 
India’s digital privacy landscape, its approach to 
PwDs needs further reconsideration. By equating 
PwDs with children, ignoring the diversity of 
disability, and neglecting accessibility needs, 
the Act falls short of ensuring data rights for 
all. Addressing these concerns requires a more 
inclusive legal framework—one that upholds 
dignity, autonomy, and digital accessibility for 
PwDs.

Various organisations have proposed 
recommendations and initiatives to enhance legal, 
policy, and institutional frameworks for ensuring 
accessibility, inclusion, and justice for PwDs in 
India. The Act should separate the provisions for 
PwDs from those governing children. Clubbing 
these two groups under Section 9 is both 
restrictive and infantilising (Pandey, 2025).

Recognizing Limited Guardianship and 
Mutual Decision-Making

The requirement for verifiable guardian consent 
assumes that all PwDs lack decision-making 
capacity, which contradicts the Rights of 
Persons with Disabilities (RPwD) Act and the 
UN Convention on the Rights of Persons with 
Disabilities (UNCRPD). Instead, the Act should 
recognise limited guardianship, and mutual 
decision-making, where a person with a disability 
is the central decision-maker and the guardian 
provides support (Chitta Initiative for Research by 
Pacta, Pacta & Saksham Disability, 2024).

The framework should be informed by best 

While the DPDP 
Act marks a 
significant step 
in India’s digital 
privacy landscape, 
its approach to 
PwDs needs further 
reconsideration.

Recommendations 
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Delegated 
legislation 
must include 
mechanisms 
for removing a 
guardian as a 
data principal in 
cases of undue 
influence, abuse, or 
misrepresentation, 
akin to the 
provisions under 
the National Trust 
Act and state-level 
RPwD rules.

practices such as the Karnataka State Rights 
of Persons with Disabilities Rules, 2019, which 
ensure that PwDs are consulted in guardianship 
decisions, and the New Drugs and Clinical Trial 
Rules, 2019, which mandate separate assent from 
minors in addition to guardian consent. The 
DPDP Act could introduce a similar dual-consent 
framework to preserve the autonomy of PwDs 
(Centre for Communication Governance, NLU 
Delhi, 2024).

In addition, the Act should establish safeguards 
against the misuse of power by lawful 
guardians. Delegated legislation must include 
mechanisms for removing a guardian as a data 
principal in cases of undue influence, abuse, or 
misrepresentation, akin to the provisions under 
the National Trust Act and state-level RPwD rules. 
The Data Protection Board should be empowered 
to review and adjudicate such cases to prevent 
guardians from overriding the rights of PwDs 
(Chitta Initiative for Research by Pacta, Pacta & 
Saksham Disability, 2024).

Furthermore, the definition of disability under 
the DPDP Act should be expanded beyond the 
RPwD Act’s long-term impairment criteria to 
include individuals with temporary disabilities 
who require digital assistance. The exclusion of 
individuals with temporary disabilities, such as 
those recovering from severe injuries, undergoing 
medical treatment, or experiencing short-
term impairments due to accidents, creates an 
accessibility gap in digital services. Therefore, 
the DPDP Act could explicitly include temporary 
disability certificate holders within its scope. 
This would ensure that individuals facing short-
term functional limitations are not denied 
essential digital accommodations, fostering a 
more inclusive and equitable digital space. The 
policy change aligns with global best practices in 
digital accessibility and upholds the principles 
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Ensuring digital 
accessibility is a 
crucial area for 
reform. Many online 
consent forms and 
grievance redressal 
platforms remain 
inaccessible, 
hindering PwDs 
from fully exercising 
their rights under 
the DPDP Act.

of universal design and non-discrimination 
enshrined in international human rights 
frameworks (Convention on the Rights of Persons 
with Disabilities, 2007).

Additionally, autism spectrum disorder (ASD) 
encompasses a wide range of neurodevelopmental 
conditions that vary in severity, characteristics, 
and the level of support required by individuals. 
The current wording of Section 10(f)(ii) does 
not acknowledge the diverse nature of autism 
as a spectrum, which may lead to vagueness 
in policy implementation and accessibility to 
necessary accommodations. It would be beneficial 
to add a precise definition of ASD that aligns 
with global standards, such as that provided by 
the World Health Organization (WHO) (World 
Health Organization, 2023). A provision for 
individualised assessment can be included, 
allowing flexibility in determining the type and 
extent of accommodations required based on 
functional needs rather than a rigid classification.

Strengthening Accessibility Standards for 
Digital Services

Ensuring digital accessibility is a crucial area for 
reform. Many online consent forms and grievance 
redressal platforms remain inaccessible, hindering 
PwDs from fully exercising their rights under 
the DPDP Act. The government must leverage its 
implementation authority to enforce accessibility 
standards, ensuring the Act effectively supports 
and protects PwDs’ rights. 

Additionally, the report “Making the Digital 
Ecosystem Disabled Friendly: An Evaluation 
of the Accessibility of Ten Widely Used Apps 
in India” highlights the challenges PwDs face 
in accessing popular apps. It evaluated 10 
apps across five sectors, using a user-driven 
methodology and Web Content Accessibility 
Guidelines (WCAG) 2.1. The findings reveal 
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The principle of 
data minimisation 
must also be 
strengthened 
to prevent 
unnecessary 
collection of 
disability-related 
information. The 
DPDP Act should 
mandate that 
data fiduciaries 
collect only the 
minimum amount 
of disability-related 
data.

common accessibility violations and gaps, such 
as gender bias and underrepresentation of 
visually impaired users. Communication/social 
networking and travel apps performed best, while 
PayTM, Swiggy, and Flipkart had significant issues 
(Vidhi Centre for Legal Policy, 2023). To improve 
accessibility, it is recommended that privacy 
policies and notices be provided in multiple 
formats, including audio, sign language, and 
simplified text. This ensures that individuals with 
diverse disabilities can understand and exercise 
their rights, contributing to a more inclusive 
digital ecosystem (Chitta Initiative for Research 
by Pacta, Pacta & Saksham Disability, 2024).  

The principle of data minimisation must also be 
strengthened to prevent unnecessary collection 
of disability-related information. The DPDP Act 
should mandate that data fiduciaries collect 
only the minimum amount of disability-related 
data required for service provision, reducing 
risks of misuse or discrimination (Centre for 
Communication Governance, NLU Delhi, 2024).

Implementing robust grievances redressal 
mechanisms

Finally, the DPDP Act should introduce a stronger 
framework for grievance redressal, ensuring that 
PwDs have accessible and effective mechanisms 
to address data breaches and privacy violations. A 
broader issue with the Act is its lack of provisions 
for compensation in cases of data misuse or 
breaches, which disproportionately impacts 
PwDs. Addressing this gap requires explicit rules 
outlining remedies, including compensation for 
affected individuals and stricter penalties for 
data fiduciaries failing to implement adequate 
safeguards (Chitta Initiative for Research by 
Pacta, Pacta & Saksham Disability, 2024). By 
incorporating these recommendations, the DPDP 
Act can move toward a more inclusive and rights-
respecting approach to data protection for PwDs.
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The DPDP Act of 2023 marks an important step in 
India’s digital privacy framework. However, its failure 
to include disability-sensitive protections risks 
further marginalising PwDs. By treating them as a 
homogenous group and applying the same provisions 
as children, the Act overlooks their diverse needs and 
autonomy. The lack of clear guardianship provisions, 
applicability of uniform qualifiers (in Rule 10(3)), and 
absence of digital accessibility standards increase 
the risks of exclusion, discrimination, and privacy 
violations.

Ensuring a disability-inclusive approach to data 
protection is not just a legal necessity but a matter 
of digital dignity and human rights. The DPDP Act 
must be reformed to align with the United Nations 
Convention on the Rights of Persons with Disabilities 
(UNCRPD), the Rights of Persons with Disabilities 
(RPwD) Act, 2016, and global best practices. This 
includes recognising the spectrum of disabilities, 
strengthening accessibility mandates, restoring 
protections for sensitive disability-related data, and 
upholding PwDs’ right to privacy and agency.

A truly inclusive digital ecosystem requires proactive 
policy measures that centre the needs of PwDs, 
ensuring that they can navigate, contribute to, and 
benefit from digital advancements without systemic 
barriers. By implementing these reforms, India can 
move towards a more equitable and rights-based 
digital governance framework that upholds the 
principles of autonomy, accessibility, and non-
discrimination for all.

Conclusion
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India’s Digital Personal Data Protection Act (DPDPA) of 2023 
marks a critical step in safeguarding digital privacy. However, 
challenges persist, particularly for persons with disabilities 
(PwDs). The DPDPA mandates verifiable consent for processing 
the data of PwDs, requiring approval from a legal guardian. This 
provision, however, oversimplifies guardianship, treating all 
PwDs as incapable of decision-making, which undermines their 
autonomy. Furthermore, the Act lacks specific provisions for digital 
accessibility, such as screen-reader compatibility or sign language 
options, which are essential for PwDs to provide informed consent 
independently. The treatment of PwDs alongside children in the Act 
also reflects a paternalistic approach, ignoring the heterogeneity 
within disabilities and the varying capacity of PwDs to make 
informed decisions. This not only undermines their autonomy 
but also contradicts India’s commitments under the Rights of 
Persons with Disabilities Act, 2016, and the UN Convention on 
the Rights of Persons with Disabilities (CRPD), both of which 
emphasize independent decision-making and equal access to digital 
services. To address these gaps, experts recommend separating 
PwDs from children in consent provisions, recognizing individual 
decisionmaking capabilities, and expanding the definition of 
disability to include temporary disabilities.


